Take Down
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Having nudes online is scary,
but there is hope to get it

N\ .“ 5
taken down.
Take It Down is a free service that can help you
remove or stop the online sharing of nude, partially
nude, or sexually explicit images or videos taken of
you when you were under 18 years old.
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Here’s how it works:
Visit TakeltDown.NCMEC.org and click on “Get Started”.
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Answer a few simple Select the image or video Take It Down will assign a
questions. on your device that you're unique digital fingerprint,

concerned about. called a hash value, to the
image or video.

° The hash will be shared with participating online platforms that can use it to
detect copies of these images or videos on their services and take action to
remove the content or limit the spread. This all happens without the image
or video ever leaving your device or anyone viewing it, and you don’t have to
share any personal information.

Remember, losing control of your image could
happen to anyone, and you're not alone. For more
information about how NCMEC can help, visit
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Tener desnudos en linea da miedo,
pero hay esperanza de que sean
removidos-taken down.

Take It Down es un servicio gratuito que puede ayudarte

a eliminar o detener el intercambio en linea de imagenes
o videos desnudos, parcialmente desnudos o sexualmente
explicitos que fueran tomados antes de que cumplieras

los 18 afios.
)
Asi es como funciona:
Visita TakeltDown.NCMEC.org y has clic en “Comenzar”.
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Responde algunas Selecciona la imagen o Take It Down funciona
preguntas simples. el video que te preocupa mediante la asignacién de

en tu dispositivo. una huella digital Gnica,
llamada valor hash, a una
imagen o video.

° El valor hash se comparte con las plataformas en linea participantes para que
puedan detectar esta imagen o video en sus servicios y eliminar este contenido
o limitar su circulacion. Todo esto sucede sin que la imagen o el video salgan
de tu dispositivo o sin que alguien lo vea y no tienes que compartir ninguna
informacién personal.

Recuerda, perder el control de una imagen le

puede pasar a cualquiera, pero no estéas solo. pickunpaedoper

Para obtener mas informacién sobre como -
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NCMEC puede ayudar, visita m EMBEOYIED
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HELPING FAMILIES
PREVENT CHILD
SEXUAL EXPLOITATION

We teach children to tell if they are hurt,
but sometimes they cannot. Children
who have been sexually exploited may
be too afraid or ashamed to tell. They
may think no one will believe them.
Exploiters use this to their advantage.
They know concerned adults often wait
for a child to say something before
taking action. But we cannot wait.

Our children need us to be proactive.

The National Center for Missing &
Exploited Children® is working with
families to help them actively protect
children from sexual exploitation.
Families may help reduce the incidence
of child sexual exploitation by learning
how to recognize and respond to signs
of child sexual abuse. Use the following
action steps to empower your family
and combat child sexual exploitation.
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PROTECT AND MONITOR

+ Screen children’s caregivers and check their
references. Ask children, “Do you feel comfortable
with [caregiver]? Why or why not?”

» Getinvolved in children’s activities. Ask
organizations, “What policies do you have in place to
protect children from sexual exploitation?” Examples
should include policies about screening, travel, and
online communications between children and staff.

+ Know what children are doing and who they are
doing it with, both off- and online.

» Use role-playing exercises to practice basic safety
skills with children - for example, kicking, screaming
and yelling if someone grabs them or touches them in
a way that makes them uncomfortable.

SUPPORT CHILD VICTIMS

Reassure children it is OK to tell you
anything and you are there to help.

Remain calm and nonjudgmental if
00 children disclose abuse or any other
problems they may be having.

Make sure children know that being
exploited is never their fault.

Listen to children. Pay attention if they tell you they
do not want to be with someone or go somewhere.

Teach children they have the right to say “NO” to
anyone or anything that makes them feel scared,
uncomfortable or confused and how to get out of
those situations as quickly as possible.

Be sensitive to any changes in children’s behaviors
or attitudes such as sudden mood swings or age-
inappropriate knowledge about sexual situations
and contact.

Provide a safe environment in which children
are encouraged to frequently share their thoughts
and feelings.

O w Office of Juvenile Justice
and Delinquency Prevention

If you suspect a child is being sexually exploited, contact law enforcement immediately.
You may also make a report to NCMEC’s CyberTipline® at
www.cybertipline.org or by calling 1-800-THE-LOST® (1-800-843-5678).

This projoct was supported by Grant No. 2015-MC-FX-K001 awarded by the Office of Juvenile Justice and Delinquency Prevention, Office of Justice Programs, U.S. Department of Justice. This
dacument is provided for informational purposes only and does not constitute legal advice or professional opinion on specific facts. Information provided in this document may not remain current
or accurate, so recipionts should use this document only as a starting point for their own Independent research and analysis. If legal advice or other expert assistance is required, the services
of a competent prafessional should be sought. Points of view or opinions in this document are those of the author and do not necessarlly represent the official position or policies of the U.S.
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Department of Justice. CyberTipline®, National Center for Mizsing & Exploitod Children™ and 1-800-THE-LOST® are fegistered trademarks of the National Center for Missing & Exploited Children.
Copyright © 2015 National Center for Missing & Exploited Children. Al rights reserved.
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